
 

 

 
 
Security Bundle Feature list - Solving complex IT problems with simple online subscriptions at conciergecio.com  

Included Services Details 

Single-Cloud Single-Cloud Multi-Cloud 

Microsoft 365 
Google 

Workspace 

Microsoft 365  
+ Google 

Workspace 

Operating Systems 
Configuration & Management of your devices 

and cloud productivity suite(s) on any OS 
Windows,  
macOS 

macOS, 
ChromeOS, Linux 

Windows, macOS 

Bitdefender GravityZone 
or Microsoft Defender for Endpoint 

Antivirus, anti-malware, firewall, intrusion 
detection, and data loss prevention ✓ ✓ ✓ 

Endpoint Detection & Response 
(EDR) 

Proactive real-time threat detection and 
efficient incident response ✓ ✓ ✓ 

24/7 SOC Monitoring 
Managed EDR (MDR) 

Monitoring of EDR, cloud & network data  
Alert triage and hacker tradecraft detection ✓ ✓ ✓ 

Shadow IT Monitoring 
Mitigation of security risks stemming from the 

use of non-sanctioned tools ✓ ✓ ✓ 
Unauthorized Cloud Login 

Monitoring 
Detection and prevention of cloud 
environments security breaches ✓ ✓ ✓ 

Weekly OS, Firmware, & Apps 
Patching 

Automated installation of available patches 
across your OSs, software, and firmware ✓ ✓ ✓ 

Vulnerability Scanning and 
Remediation 

CVE / Vulnerability scanning, risk and exposure 
evaluation, prioritization mapping  ✓ ✓ ✓ 

Zero Day Remediation 
Identification of potential threats through binary 

comparison ✓ ✓ ✓ 
Patchless Protection 

In memory protection for apps for which CVE is 
known but patch not yet ready ✓ ✓ ✓ 

Curated Application Block List 
Blocking or sandboxing of apps that are more 

likely to be exploited in a breach ✓ ❌ ✓ 
Email Security (SPF, DKIM, 

DMARC...) 
Protection against spammers and phishers 
sending mail on behalf of your domain(s) ✓ ✓ ✓ 

Domain Impersonation Protection 
Protection against domain-spoofing spear-

phishing against your users and clients ✓ ✓ ✓ 
DNS-Layer Security 

Removal of malicious domains “from the 
Internet you browse” via DNS filtering ✓ ✓ ✓ 

Cloud Data Backup & Recovery 
Fast, frequent, immutable, & searchable cloud 

backup of cloud data & apps ✓ ✓ ✓ 
Dark Web Monitoring 

Detection of credential leakage on the forums 
used by malicious actors ✓ ✓ ✓ 

Endpoint Encryption 
Data theft prevention on any endpoint physical 

storage using encryption algorithms ✓ ✓ ✓ 
Outlook Purview Mail Encryption 

End-to-end mail & attachments encryption to 
reduce the risk of interception ✓ ❌ ✓ 


